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Y
< |EEE 802.11
-
< Apple iMac (Air Port) LAN (1999)
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-
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802.11b ?
- LAN Office
Apple
- Home Networking
Home RF 802.11b
< Home RF (FHSS) 802.11b
+ LAN Bluetooth
LAN
< Bluetooth LAN
Embedded
L 2
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2002/11/18 Copyright 2002 Tomoharu SATO/Internet Research Institue Inc. ‘m‘
EBUG @ 2002/10/05
+« Hot Spot
+ Mobile Internet Service Pm
*802.11b ¥
*
& ASTEL PHS
N PHS YO-‘-PAN
SECURE WIRELESS
+ IP
< MIS Mobile IP
% LING
< Packet Air, Air Broadband Communications
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< Ubiquitous Networking
< IPV6

< Perimeter Model(
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Perimeter Model

+« Perimeter Security

/7
0’0

+»CodeRed Nimda

Host Security
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+ IPv6, Ubiquitous Networking
< Host to Host Security Model
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LAN

+ LAN, Internet
IP

< LAN

= TCP/IP
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802.11 Wireless Network
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802.11 Wireless Networks

« |[EEE 802.11
% Wi-Fi (wireless Fidelity) 802.11b
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g Tl
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Comparate Network
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+ Ethernet  “ether”
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802.11 Wireless Networks

'y L2
GW

L 4 V-LAN,L3
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+ CSMA (Carrier sense Multiple Access)
STA

RS
oo

3

STA

RS
o

RS
oo

+ CA (Collision Avoidance)
CD (Collision detection)

RS
oo

* collision
*
+ CA
LSTR STA Other STA
.
> R1TS
>
CIS
< >
DATA
>
ACK
<

2002/11/18 Copyright 2002 Tomoharu SATO/Internet Research Institue Inc. !‘




EBUG @ 2002/10/05

802.11

|
| |

WECA

STA AP

Client AP
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TCP/IP Layer
L5,6,7 Application
SSL/TLS
L4 TCP/UDP
L9 1P | Psec
L12 802.11 802.11security go2.1x | WAC Address
TCP/IP Security
WirelessL AN
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IEEE802

| 802.2 |
| 802.1 (c,g,w) |
2
§ x
_g:- 802.3 802.4 802.5 802.6 802.11 802.12
T
<
3
802.3 802.4 802.5 802.6 802.11 802.12
CSMA/CD TokenBus TokenRing Distributed Wireless  Demand
Queue Dua Bus LAN Priority
IEEE Std 802.11 1999Edition
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IEEE802.11b 24 CHz LAN
(TITIVIOPS)
IFFF80211g |24 GHz 1 AN (54 Mbps)
PHY IEEE802.11a |5GHz LAN (50Mbps)

IEEF802.11h

IEEF802.11d

IEEER02 11¢

IEEER02 11e 1Q0S

]Z
>
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IEEE802.11f

IEFF802 111
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IEEE 802.11b

“ 11Mbps
2~3Mbps
EX 14 11
o 22MHz 5
- 2.4 2.497GHz
23 Bluetooth
“ CCK
< DSSS 11Mbps
5M/11Mbps
DSSS: (Direct Sequence Spread Spectrum )
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IEEE 802.11a
+ 54Mbps
23 24 30Mbps
+ 5.15 5.25GHz
2 49 5.1GHz
+ OFDM
1
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802.11a/11b

+ 802.11 NIC

< Service Set Identifier (SSID):

< Open or Shared Key Authentication :
< MAC Address Authentication :

< Wired Equivalent Privacy (WEP)

L 2
L 2
PDA
PIN
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+ WEP
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. LAN PC
L ]
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- 802.1x
L]
. LAN
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Service Set Identifier (SSID)
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SSID

. ESS-ID
& ESS-ID

- ESS-ID

< ESS-ID trivial default ESS-ID
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802.11 Association Negotiation

» Shared Key Authentication Challeng WEP

< Open Authentication(

APMQEJ
cliemt — Frobe Reguest _—

- Probe Response
Authentication Request ———3
Authentication Responas

—

wi Challenge AP
Mrthentication Response
wi Encrypted Challenge
e Authentication Response

wi Success

Agaoclation Reguesl =
f— Ansocialion Reupunﬁt _—
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802.11 Association Negotiation

& “Man-in-the-middle-attack”
Then:
my Etrua-n
WEP XOR
. XOR
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802.11 MAC

+ MAC

AP MAC addressllst _ STAl @
AP __
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00094000OOOB

000940
@ /gAz EE |

00094000000C

000940000000
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802.11 MAC

*

+ Open Authentication / Shared Key
Authentication

+ WEP MAC
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Wired Equivalent Privacy (WEP)

+ WEP

*
] TIE =3 (Fey I 4)
L e o0 000 = Fad
of DLC: Lo [62 bpteis) of encrypled HSDY]
L DLC: .. Encrypeed Intsaraty Check Yalos s FIEIRAT3
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24k AN/ 104+ —_—
ZHOIT UM LU0 1
— I PRNG:
v
. Pseudo Random Number
\ / -
CRC32 > oy IV
Initialization Vector
ICV:
Integrity Check Value
FCS:
Frame Check Sequence
nYall
T XOR:
eXclusve OR
Sbyte CRC:
MAC Cyclic Redundancy
HEADER Checksum
MAC:
Encrypted o )
802.11frame
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1. AP (WEP)

WEP 40 104bit
) IV( ) 24bit

WEP 60bit/128bit
4. 40bit/128bit RC4
CRC32
RC4
7. \Y)
v
IV:Initialization Vector=
RC4:Ron’s Code 4  Ron Rivest 1
DES RSA Security
SsL
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+« WEP
< UCB
¢ RC4 Algorism  Stream Cipher
<> key XOR
¢IC CRC32 check sum

< Maryland
¢ Network Name SSID-MAC
¢ Un-authenticated DH Key Agreement
¢ Man-in-the-middle Attack

+« WEP  Scalability
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802.11 Security
Security
MAC RADIUS
address UserID password
(EAP.802.1x
ESSID ANY
ESSID F ; ANY (STA)
o ,Frame capture beacon @P)
user )
Sl User Session
(EAP,802.1x)
WEP
Iz\g(éir;ltlallzatlon BE) IV(Initialization vector) 128
(WEP2,802.1x)
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& < dynamic
< secure < roaming
AP
<% roaming @ (
& )
) % Overhead
< Overhead
+« deployment
'_- o<
% secure /K ’
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802.11i

+ 802.11i(MAC Enhancements for Enhanced Security)
« Temporal Key Integrity Protocol (TKIP)
R WEP re-keying
< Message Integrity Code (MIC)
*

16bytes
¢ 802.1X  keying/rekeying
4

+ Advanced Encryption Standard (AES)
< RC4-base WEP/WEP2 128bit

+ Encryption of management frames
+ re-key

B WEP dynamic
+ Roaming and key hand-off

< Reuse 802.1X EAPOL-Key message
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802.1x
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802.1x

Supplicant Authenticator Authentication server
« ) (AP,Switch) (RADIUS)
EAP over suppli EAP over
[ - icant RADI ——
Supplicant & :Ec%wvicep uthenticator S, [Authentication
PAE | PAE server
1 $
Port
unautenticate
e
isable
LAN PAE:
+ m |EEE 802.1x - Port-Based Network Access Contro|LPortAccesEntity
LAN
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802.1x

2002/11/18

Methoc
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EAP

+ PPP EAP Octet
+ RFC2284(PPP Extensible numb | field description
Authentication Protocol) er
- EAP 1 Code 1 = Request
(EAP type) 2 = Response
* 3 = Success
4 = Failure
EAP type ( smart
card , Kerberos, Public key, 2 Identifie |EAP session
One time password etc.) r
+ 802.1x EAP EAP over LAN
EAP over RADIUS 3-4 |[Length |Header
Packet Length
5- Data Data EAP type
e EAP packet format
oint to Point Protocol
2002/11/18 Copyright 2002 Tomoharu SATO/Internet Research Institue Inc. ﬁl
EBUG @ 2002/10/05

EAP over LAN(EAPoL)

Octect

+ Supplicant PAE B '
Auth e nti Cato r PAE 1-2 $;\§eEthernet PAE (Port Access Entity:

Ethenet [0x888E]
3 Protocol EAPoL
ersion TOXOTT
& E AP 4 Packet Type | [0x03]
EAP-Packet: [0x00] EAP

Session WEP

EAPOL-Start [0x01] EAP
EAPOL-Logoff [0x02] EAP

EAPOL-Key [0x03] Body
- Key

+ 802 . 1 1 E::;E:::;SEE%:;ASF'NE" [0x04]
802.3,802.5

5-6 Pakcet Body
Length
7N Packet Body
EAP
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EAP over RADIUS

« RADIUS EAP-Message(79)

number

Octect

Message-Authenticator(80) |1

RFC2869 RADIUS
Extension)

+ RADIUS(EAP
RADIUS Proxy

)

Code RAIUS type

1 Access-Request

2 Access-Accept

3 Access-Reject

4 Accounting-Request
5 Accounting -Response
11 Access-Challenge

12 Status-Server
(experimental)

13 Status-Client
(experimental)

255 Reserved

2 Identifier Request,replies
matching
3-4 Length
4096byte
5-20 Authentic henti |
o Authenticator value
2 -n Attributes

specific authentication
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802.1x
Suppljcant( ) Authenticator JAP) Authentication server
Assocrate (SSHD) N (RADIUS)
EAPOL=Start N Access

EAP-RequesvTaentity

q

B ol s L.
P=ResponserraentiTy

RADTUSATTESS Request——_|

EAP-type
: EAP-ReqUES(EAPIYPE)

RADIUSACcCess-Lhalenge

Access
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EAP-type

EAP-MD5 EAP-TLS TLS(SSL)
EAP-LEAP Cisco
Radius EAP-TTLS TLS
EAP-SKE Shared Key Exchange:
PEAP Protected Extensible
EAP-SRP Secure Remote Password Authentication Protocol:
PPP EAP-TLS
PPP EAP
GM EAP  TLS EAP
EAP-AKA UMTS AKA EAP-MAKE |Mutual Authentication Procotol:
AKA UMTS SIM Diffie-Hellman PKI
AKA GSM
UMTS AKA
GSM UMTS
EAP-SIM SIM (GSM Subscriber EAP-GSS
Identification Module)
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TLS(Transport Layer Security)

Hello_request

negociation

Client_hello Protocol version, session ID,
Server_hello Protocol version, session ID,
Certificate

X.509.v3
Server_key _ RSA Diffie &Hellman
I:)\l,i armyge
Ceritificate_
Lrequest

+« RFEC2246(TLSverl1.0)
< TLS(verl.0) SSL(3.0)

2002/11/18

Server_hello_
dane

Client_key _

Exchange

Certificate_
\erify

Finished

Hand Shake Protocol

Change_cipher_sp
ec

Hand Shake Protocol
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TLS negotiate

Client Client_hello(Cipher Suites) SSL server
Server _hello(Cipher Suites )

Server Certificate
Server K ey Exchange(Certificate )

Certificate request
Server_Hello_Done

<
Client Certificate -
Client_ K ey Exchange(premaster secret)
ld
Certifivate Verify( ) >
Change Cipher Spec( )
>
Finished
>
Change Cipher Spec( )
Finished
q{
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EAP-TLS

+« REC2716(EAP TLS Authentication Protocol)
iy

+ EAP Ildentity/Success/Failure

‘ fragment reassembly
« AP (TLS Session ID)
Y
+« Client
+ AP EAP-TLS
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EAP-TLS

. . Authentication
Supplicant Authenticator

serv Fr
EAPoL-Start:
EAP-Request
Identiy
EAP-Response RADIUS-A _R
identity (MyiID) "] i ccessTRequest
EAP-Request RADIUS-Access-Challenge
le—— FAP-Type=EAP-TLS—— | (EAP-Type=EAP-TLS)
(TLS:Start) .
[]
TLES H '
. EAP-Response RADIUS-Access-Challenge
NegolatioNl e £p Type=EAP-TLS —————f&———FEAP-Type=EAP-TLS ~ ————
(TLS:serve‘_ certificate) (TLS:server_c:thificate)
e .
EAP-Response
EAP-Type=EAP-TLS RADIUS—Ai:cess—Challenge
(TLS:client_certificate) EAP-Type=EAP-TLS ———
° (TLS:client cegtificate)
]
[¢——RADIUS-Access-Accept
[4————  EAP-Success
EAPoL-Key
Key
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+« draft-ietf-pppext-eap-ttis-02 (November 7, 2002 )
-
+« EAP ldentity/Success/Failure

- fragment reassembly

+« AP (TLS Session ID)
+« AP EAP-TTLS

« TTLS-server

+« Client

« TLS handshake TLS tunnel
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Supplicant Authenticator TTLS server AAA/H
jt———=p-reaueldentitve—mmJ] RADUS Access-Request
EAP-Response|dentity——wR . x_Data-cipher-Suite+—"]
c . . - RADUS access-Challenge
EAP-Response/TTLS RADUS A R "
ClientHello COOSSTREAUEST  ——— TLS
?:SUj‘?‘?:jSSfChal\enge r\lwotl ati on
ServerHello,Certificate__
N e S e
ClientKeyExchange ServerHelloDone
[ ChangeCipherSuite! RADUS Access-Request  __gu.
S \P-Response passthrough
RADUS access-Challenge
EAP-Reques/TTLS
f————AP-Request passthrough [ ChangeCipherSpecT™ TLS
Finished Tl
| eap-Responsesldentity - RADUS Access-Request RADUS Access-Request
XXX-Data-Cipher-Suite+ EAP-Response passthrough = [ Identity
RADUS access-Challenge »] RADUS A chall
[ eAP-requestMD5-Challenge _MDS—(;:TI-enag(:nge —>/
RADUS access-Challenge
| e———cAP-Request passthrough | =4P-request/MD5-Challenge —
EAP-Response XXX-Data-Cipher-Suite+
[ cAP-Responses MD5-Challenge™ ™| EfrD’Ui’ch‘,eiS;?Eﬁ?S(‘, — RADUS Access-Challenge
RADUS Access-Accept MDB?ChaHenge
XXX-Data-Cipher-Suite [ <——RADUS Access-Accept
l—— o o [ XXX -Data-Keying-Material —]|
EAP-Suct S
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¢+ draft-josefsson-pppext-eap-tis-eap-05(September
19, 2002 )
*
« EAP ldentity/Success/Failure tunnel
“ fragment reassembly PEAP
request/response Flag filed)
+« AP (TLS Session ID)
PEAP
-
« TLS handshake TLS tunnel
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TLS negotiation

AP__EAP_pass

@

ey

>

2002/10/05

Authenticating Peer

) PEAP

EAP-Request,

;

quest Pass
EAP-Response

Identity

MyID.

EAP-Request
l«———FEAP-Type=PEAP

EAP-Response
(TLS:client_hello)

(PEAP Start,S bit set)
ponse Pass

EAP-Request

(TLS:server_hello

j——

EAP»Res;)on;e
(TLS:client key exchange
ChangeCipherSuite, Finished)

o

TLS:certificate)

ponse Pass

EAP-Request
-———(TLS:change_cipher_spec——

Pass through

finished)

EAP-Response

| -———— EAP-Request passthrougi————1

EAP-Request
Identity

Identity(MyID) o
Radias-Access
Identity
Radias-Access
TLSTunne EAP-Type= et
Ty | e reepas o] -Typ Challenge
EAP-Response
EAP-Type= ————€Ap-Response Pass througt——fi-|_ R20I2S-Challenge
challenge
Radias-Access_|
-Success pass Accept
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LABEL
etter

Server hello

ClientPEAP

encryption
SEED
[r="==iServer

Pseudo-rando

gmt_unix_time(4)

random(28)

"SEED |

Client hello =

Pseudo-rando

gme_unix_time(4)

Foer—)

random(28)

2002/11/18

Letter

PEAP key

Peer master session

encryption key

EAP server master session

encryption key

Peer master session

authentication key

EAP server master session
authentication key

Initialization vector(1V)
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STAL

[ ]
u L3
m password

m STA
2002/11/18

——va¥
IPsec VPN Tunnel

2002/10/05

VPN Gateway

1Psec VPN Tunnel IPsec VPN Tunnel
} v’
" EI
STAL

VPNGateway m VPNGateway

VPN

AP VPN
Copyright 2002 Tomoharu SATO/Internet Research Institue Inc.

IPsec VPN Tunnel

STA2

AP

VPN

= |RI




2002/10/05

EBUG @
SSH
+ IPsec
+
+« ssh tunnel
*
& passcode
< Spilit-tunnel
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Web

(captive portal)

i A s D e D L R
S R R R
PELADS | hitpesdinocat. nek
(LT T TR T R )

Wlwindows  @it-a1

Himznage
Logwr ;=
Fawyspr r
\
- \

SSL

WEB
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<+ APOP delegate
< SMTP-Auth
<+ SMTP over SSL

0‘0

+« sFTP
+« NAT-Traversal Firewall+NAT
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EBUG @ 2002/10/05
Vulnerability Fix
802.11
* Shared key authentication Use open authentication, 802.11i TKIP
* MAC address authentication Use B02.1X user-based authentication
+ 40-hit WEP key Use 104-bit WEP key and 802.1X
* Weak IVs Update firmware, 802.11i TKIP

* IV Replay/Known packet attack 802,111 TKIP
* Unauthenticated Management 802,111 encryption/integrity check

 Bit Flipping attack 802.11i MIC

802.1X with 802.11

+ State machine race condition Update firmware/drivers

* Man-in-the-middle attack Use EAP with authentication of client

and authentication server
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LAN

IPv6 P2P,
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+« 801.1
*
< Radius
o CA
L 2
L 2
S (CRL)
o DRM
-
EX AAA
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LAN

=
+WEP + MAC

=
+802.1x (EAP)

=
+L3 (VPN)
o2
2
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