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UPDATE for IPv4

- Withdrawn Route Length p
- Withdrawn Routes

- 192.168.98.0/24

- 192.168.99.0/24
- Total Path Attribute Length 3
- Path Attributes

- ORIGIN IGP

-AS_PATH 64513

- NEXT_HOP 192.168.0.1
- Network Layer Reachability Info

- 192.168.1.0/24

| -192.1682.0124
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- Withdrawn Route Length 0
- Withdrawn Routes
- Total Path Attribute Length 4
- Path Attributes

- ORIGIN IGP

-AS_PATH 64513

- MP_REACH_NLRI

- -2001:db8:0:1::/64
- -2001:db8:0:2:/64
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UPDATE for IPv6

- Address family  IPvé6

- Subsequent a.f.  Unicast

- Next hop 2001:db8::1
- NLRI
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OpenBGPD D#F2((2)

e Wbhip3B CLI IFARESNTULZL

o MNDODICEHTET 71 letc/bgpd.conf TERTEZITD
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Example of bgpd.conf

AS 64512
router—-id 192.168.0.1
network 192.168.0.1/24
network 2001:db8::/64
group "peering AS64513" {
remote—as 64513
neighbor 192.168.0.2 {
descr ""AS64513 IPv4"
local-address 192.168.0.1
announce IPv4 unicast
announce IPv6 none
}
neighbor 2001:db8::2 {
descr ""AS64513 IPv6"
local-address 2001:db8::1
announce IPv4 none
‘Mv.g,,“bﬁ_.‘bnxh”._rg)_2announcerIPv6;unicast*
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e Configuration 7 7 -1 JL D parse LI
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Session Engine
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Finite State Machine

EVNT_START
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EVNT_START
EVNT_CONM_ORENFAI

v

STATE_OPENS%EE:::zg::::ZE;;?ART

EVNT_RCVD_OPEN

EVNT ATART

EVNT_STOP
EVNT_CON_FATA
EVNT_TIMER HOtDTIME
EVNT_RCVDAGTIFICATION
~ EVNT_RCUD_OPEN(fail B)

—~—T T

VINL | .J_U.j
EVNT_CON_CLOSED
VN ux_;..!!-&’ EVNT_RCVD | KEEPA
CVINT 1-lﬂ=ji 1V 1711

1\ '\ AL



void
bgp_fsm(struct peer *xpeer, enum session_events event)

{

switch (peer->state) {
case STATE_NONE:
/* nothing x/
JEELY
case STATE_IDLE:
switch (event) {
case EVNT_START:
break;
default:
/* ignore x/
JELY
¥
break;
case STATE_CONNECT:
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void
change_state(struct peer xpeer, enum session_state state, enum session_events event)

{

switch (state) {
case STATE_IDLE:

timer_stop(peer, Timer_IdleHoldReset);
session_close_connection(peer);

if (peer—>state == STATE_ESTABLISHED)
session_down(peer);

break;

case STATE_CONNECT:
break;

case STATE_ACTIVE:
break;

- case STATE OPENSENT

s break; i nnasts

case STATE_OPENCONFIRM:
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Routing Information Base

e RFC4271 ICIEFUTD 3 DD RIBICDVWTEHINTLDS
% Adj-RIBs-In: peer(neighbor) H' 5315 U fc iR Z DX TIRME N 3.
#%* Loc-RIB:Adj-RIBs-In [t U TO—AHILIRY ¥ —%5EFA U ISR N
S NS

- i : ’ B e & A -_,-‘-
o v
1 | ¥

. oLl AR ; = g P ; = X - .
X e T W | A S ¥ . e o bl L fated 7k Bt <y l 5 P -
2 - ey. B .) . : L Tomdls ¢ - . = A ] B
- ; : — B - ¥ s —al” s oLl a < »

H o
% Rl s “Z0




UPDATE {5 ALIE(I)

e rde_update_dispatch(...)
& (= L 7= UPDATE message ICD = | BTN 3.
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UPDATE {5 ALIE (2)

path_update(...)
o I TICZYT B prefix BEAINEELEFTOLRELH ZHEEIE
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UPDATE 32{S LI (3)

e prefix_link(...)
o prefix #&EMAE rib_entry BiE, rde_aspath HEHA % T
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Example Scenario
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Step O.

struct rib

name: char [PEER_DESCR_LEN]

rib: RB_HEAD

state: enum rib_state

flags: u_int16_t

id: u_intl6_t

struct rib

name: char [PEER_DESCR_LEN]

rib: RB_HEAD

state: enum rib_state

flags: u_intl6_t

id: u_intl6_t

Adj-RIB-In

Loc-RIB




192.168.1.0/24
struct pt_entry4

pt_e: RB_ENTRY
af: sa_family_t

prefixlen: u_int8_t
refcnt: u_int16_t

Step 1.
prefix4: struct in_addr

struct rib
name: char[PEER_DESCR_LEN] Adj-RIB-In
rib: RB_HEAD e
state: enum rib_state ~\'\ ______ -
- Yo |
flags: u_int16_t *
id: u_intl6_t struct rib_entry struct rib_entry
struct rib rib_e: RB_ENTRY rib_e: RB_ENTRY
name: char [PEER_DESCR_LEN] Loc-RB __. L4 prefix_h: LIST_HEAD P = prefix_h: LIST_HEAD
rib: RB_HEAD FE— =< /,/' active: struct prefixk ,.’/ — active: struct prefixk
N
state: enum rib_state \/’I prefix: struct pt_entryx // ™ prefix: struct pt_entryx
flags: u_intl6_t /./ \-\ ribid: u_intl6_t !" ribid: u_intl6_t
id: u_intl6_t /‘I l flags: u_int16_t ." flags: u_intl6_t
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struct prefix
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rib_l: LIST_ENTRY
path_l: LIST_ENTRY
s ol i)

aspath: struct rde_aspathx

prefix: struct pt_entryx

rib: struct rib_entryx

p
lastchange: time_t

\
\ struct prefix
rib_l: LIST_ENTRY
path_Ll: LIST_ENTRY
aspath: struct rde_aspathx || Dt 2 O
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~ prefix: struct pt_ent ryx
r ib_entry: |
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Ste p 2 ] 192.168.1.0/24

struct pt_entry4
pt_e: RB_ENTRY

af: sa_family_t

prefixlen: u_int8_t

refcnt: u_int16_t

struct rib prefix4: struct in_addr
name: char[PEER_DESCR_LEN] Adj-RIB-In
rib: RB_HEAD N
state: enum rib_state ~\'\ ______ -
- o |
flags: u_int16_t *
id: u_intl6_t struct rib_entry struct rib_entry
struct rib rib_e: RB_ENTRY rib_e: RB_ENTRY
name: char [PEER_DESCR_LEN] Loc-RIB prefix_h: LIST_HEAD prefix_h: LIST_HEAD  [4--<,
\
rib: RB_HEAD FE— =< active: struct prefixx active: struct prefixx NJ ‘-\
<\ \
state: enum rib_state N prefix: struct pt_entryx ™ prefix: struct pt_entryx .|
flags: u_intl6_t \-\ ribid: u_intl6_t '| ribid: u_int16_t :
id: u_intl6_t l flags: u_int16_t ‘\. flags: u_intl6_t .'
| : 4 /
O— . __ ‘. J /
_______ y \_. \— g
............... —N—— 5
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§
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struct prefix struct prefix
rib_l: LISTENTRY [ | [ [/ /. L rib_l: LIST_ENTRY ,"
path_l: LIST_ENTRY Lo g path_l: LIST_ENTRY !
1
aspath: struct rde_aspathx — aspath: struct rde_aspathx 'l
i prefix: struct pt_entryx prefix: struct pt_entryx [] ’ :
: !
g rib: struct rib_entryx A rib: struct rib_entryx 1 b
1 .
i lastchange: time_t lastchange: time_t ,/
'a. 1
\ uJ -
\ struct prefix struct prefix i
A i
R e RERITS TWENTRY S | AR 4| B SR L rib_l: LIST_ENTRY ,'
3 path_l: LIST_ENTRY b= .y path_l: LIST_ENTRY b=
k aspath: struct rde_aspathx || aspath: struct rde_aspathx [ p
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Ste p 3 [ 192.168.1.0/24 192.168.2.0/24
struct pt_entry4 struct pt_entry4
pt_e: RB_ENTRY pt_e: RB_ENTRY

af: sa_family_t

af: sa_family_t

prefixlen: u_int8_t

prefixlen: u_int8_t
refcnt: u_int16_t

refcnt: u_int16_t
prefix4: struct in_addr

struct rib prefix4: struct in_addr
name: char[PEER_DESCR_LEN] Adj-RIB-In
rib: RB_HEAD I et et et o B W B Gt e ~
T~ T~
state: enum rib_state ) - \
flags: u_int16_t * #
id: u_intl6_t struct rib_entry struct rib_entry struct rib_entry struct rib_entry
struct rib rib_e: RB_ENTRY rib_e: RB_ENTRY rib_e: RB_ENTRY rib_e: RB_ENTRY
name: char [PEER_DESCR_LEN] Loc-RIB prefix_h: LIST_HEAD prefix_h: LIST_HEAD FH-=~. prefix_h: LIST_HEAD F4-- S prefix_h: LIST_HEAD 1
\ Ay
rib: RB_HEAD FE— =< active: struct prefixk active: struct prefixx N{ ‘-\ active: struct prefixx '\\ active: struct prefixx -s\ i
o \ \
state: enum rib_state N prefix: struct pt_entryx prefix: struct pt_entryx .| prefix: struct pt_entryx ‘\ I prefix: struct pt_entryx
S ! ! \
flags: u_intl6_t \-\ ribid: u_intl6_t f ribid: u_int16_t ' ribid: u_intl6_t ‘.‘ ribid: u_intl6_t
id: u_intl6_t flags: u_int16_t ‘\. flags: u_intl6_t .' flags: u_int16_t K flags: u_intl6_t

i
;
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struct prefix struct prefix struct prefix
L rib_1: LIST_ENTRY rib_l: LIST_ENTRY
path_l: LIST_ENTRY i

rib_l: LIST_ENTRY

1
1
path_l: LIST_ENTRY Lo path_l: LIST_ENTRY ‘-'
aspath: struct rde_aspathx [ aspath: struct rde_aspathx [ 'l ‘ — aspath: struct rde_aspathx //
'," prefix: struct pt_entryx [ prefix: struct pt_entryx [ : prefix: struct pt_entryx [ ,"
i rib: struct rib_entryx A rib: struct rib_entryx 1 ,: ™ rib: struct rib_entryx /'I
. lastchange: time_t /.'/

lastchange: time_t

i
v \
struct prefix i

lastchange: time_t

\
.“._ struct prefix struct prefix
\\_‘ R DI S TN TR YA 8 R4 R = L rib_l: LIST_ENTRY ,' rib_l: LIST_ENTRY 4
X path_l: LIST_ENTRY < path_l: LIST_ENTRY S path_l: LIST_ENTRY L
aspath: struct rde_aspathx aspath: struct rde_aspathx

prefix: struct pt_entryx

prefix: struct pt_entryx
I  rib: struct rib_entryx

~ rib: struct rib_entryx ~ rib: struct rib_entryx A o - . p
#—lastchange tim Q i 3 - ) o Zglastchangehtlm t!

aspath: struct rde_aspathx ||

- prefix: struct pt_entryx




Best path lookup for

struct pt_entry4

struct pt_entry4

pt_e: RB_ENTRY pt_e: RB_ENTRY
-I 9 2 -I 68 -l O 2 4 af: sa_family_t af: sa_family_t
L Ll L

prefixlen: u_int8_t

prefixlen: u_int8_t

refcnt: u_int16_t

refcnt: u_int16_t

struct rib prefix4: struct in_addr prefix4: struct in_addr
name: char[PEER_DESCR_LEN] Adj-RIB-In
rib: RB_HEAD e T e e -
state: enum rib_state N ,/lr/,/ — ‘\.
flags: u_intl16_t * #
id: u_intl6_t struct rib_entry struct rib_entry struct rib_entry struct rib_entry
struct rib rib_e: RB_ENTRY rib_e: RB_ENTRY rib_e: RB_ENTRY rib_e: RB_ENTRY
name: char[PEER_DESCR_LEN] Loc-RIB prefix_h: LIST_HEAD prefix_h: LIST_HEAD M=~ prefix_h: LIST_HEAD »""'\\\ prefix_h: LIST_HEAD - "\\
\ \ \
rib: RB_HEAD FE— =< active: struct prefixx active: struct prefixx N{ ‘-\ active: struct prefixk \\ active: struct prefixk (=t \\
N \ N b
state: enum rib_state N prefix: struct pt_entryx prefix: struct pt_entryx .| prefix: struct pt_entryx ‘\ prefix: struct pt_entryx \ \
flags: u_intl16_t \\ ribid: u_int16_t i ribid: u_int16_t i ribid: u_int16_t \ ribid: u_int16_t |
. i \ 1
id: u_intl6_t l flags: u_intl6_t \\_ flags: u_intl6_t : flags: u_intl6_t \'\ < flags: u_int16_t ‘l
1 * 4 / kY ! !
O—- / ) / S / "
____________________ ._'\17‘_'_._._. —\ // :‘
— . ~ D\ N ) e — - i
; S !
| 4 }
‘4 / ) !
7 i i
\4 v i
struct prefix struct prefix struct prefix ,“
. 1
rib_1l: LIST_ENTRY ot rib_l: LIST_ENTRY § rib_1l: LIST_ENTRY i
path_l: LIST_ENTRY P path_l: LIST_ENTRY .' path_l: LIST_ENTRY i
i ’
N aspath: struct rde_aspath*x [ aspath: struct rde_aspathx 'l ‘ ™~ aspath: struct rde_aspathx ,/
A 1 [
b prefix: struct pt_entryx | prefix: struct pt_entryx [ ’ i prefix: struct pt_entryx [ /
[ ! /
& rib: struct rib_entryx = rib: struct rib_entryx* " h ™ rib: struct rib_entryx vk
1 . B
i lastchange: time_t lastchange: time_t ,/ lastchange: time_t ///
| 4 Y a1
\ 3 ~ “ et ittt Pt Al S e i T o P RS (] L L P - A 2o A
\ \ 4 N\
\ struct prefix struct prefix i struct prefix i
\ H .
. rib_1l: LIST_ENTRY e L rib_1l: LIST_ENTRY ,.-' rib_l: LIST_ENTRY o
X path_l: LIST_ENTRY < path_1l: LIST_ENTRY b= path_1: LIST_ENTRY b
4 N aspath: struct rde_aspathx || aspath: struct rde_aspathx [ - Y aspath: struct rde_aspathx
A AL L e ¢ PN X e " o . ’ Yo \ 8- | - » h - ¢ - ¥ o
g T, - - prefix: struct pt_entry*;.‘/ ~ prefix: struct pt_entryx 4 - N AN [N Sprefiix 4 : o
. [ 9 = Bl e W N -
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RDE memory statistics

allocated struct pt_entry4

F—=F ) — ssh — 80x24

# bgpctl show rib memory
RDE memory statistics
308197 IPv4 network entries using 9.4M of memory
2231 IPv6 network entries using 95.9K of memory
500756 prefix entries using 15.3M of memory
88219 BGP path attribute entries using 6.7M of memory
79072 BGP AS-PATH attribute entries using 3.1M of memory,
and holding 88219 references
5684 BGP attributes entries using 133K of memory
and holding 17157 references allocated struct aspath
5683 BGP attributes using 44.4K of memory
RIB using 34.8M of memory

# ]

allocated struct pt_entry6

allocated struct prefix

allocated struct rde_aspath

allocated struct attr

allocated struct attr's data
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. OpenBGPD - bringing full views to OpenBSD since 2004 by Claudio Jeker
- http://2009.asiabsdcon.org/papers/abc2009-P2A-paper.pdf

o3  AsiaBSDCon 2009 Tokyo, 12-15 March, 2009 DFEFRE K

° The Design and Implementation of OpenBGPd by Andrée Oppermann and Claudio Jeker
- http://www.networx.ch/The?%20Design%20and%20Implementation%200f%200penBGPD.pdf

*%*  SWINOG-9 Berne, 29. September 2004 D FFRE K]

° A secure BGP |mplementat|on by Hennlng Brauer
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