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WHAT’S PF

packet filter, 1% LT pf. OpenBSD 3.0 T#JD TH, BAEIZL < D
*BSD (A S 41T W> 5. Darren Reed 12 & - THilFE S 4172 IP Filter D
74 v A LEDOREZ FERT % 72 ®, Daniel Hartmeier 12 & 5 CTHFE

INs.

Stateful Inspection: {{IA D |8} § 5,87 v F DREZZE—{EL,
ROy b Z2BEESTRFAI L 722 0, BEED L nw T v b 2GR
LD 9 5.

Address Translation: NAPT/1:1 mapping NAT.

Redirection: Port Forwarding,

I, Scrub(23 7 v+ IERK), OS HIE, ...




S TATEFUL INSPECTION

:iliig
bge0:192.168.2.1 bgel:192.168.1.1

‘pass in on bge@ from any to 192.168.1.1

L SYN §
B >
r—m SYN/ACK
§ < SYN
! : < SYN/ACK
: 192.168.1.11

192.168.2.110 . & :




ADDRESS TRANSLATION

gil,lj5
bge0:192.168.2.1 bgel:192

‘nat on bgel from 192.168.2.0/24 to any

.168.1.1

§SrcAddr‘: 192.168.2.11 SrcAddr: 192.168.1.1

: SrcPort: 3456 SrcPort: 5678

: DstAddr: 192.168.1.11 DstAddr: 192.168.1.11
80

ry : DstPort: 80 DstPort:

‘binat on bgel from 192.168.2.11 to any

§Sr‘cAddr‘: 192.168.2.11 SrcAddr: 192.168.1.1
: SrcPort: 12345 SrcPort: 12345
‘\ gDstAddr': 192.168.1.11 DstAddr: 192.168.1.11
192.168.2.11 | DstPort: 80 DstPort: 80 192.168.1.11




REDIRECTION

w
bge0:192.168.2.1 bgel:192.168.1.1

‘rdr on bge@ proto tcp from any to any port 80
: -> 192.168.1.11

§Sr‘cAddr: 192.168.2.11 SrcAddr: 192.168.2.11
i SrcPort: 3456 SrcPort: 3456 :
. : DstAddr: 192.168.2.1 DstAddr: 192.168.1.11 :
ry . DstPort: 80 DstPort: 80 '
—_—
192.168.2.11

192.168.1.11




ACTIVATION

Step 1. /etc/pf.conf Z{EAL
30N

Step 2. /etc/rc.conf % fmEe
FreeBSD D54 pf _enable="YES” ZiBEL
NetBSD/OpenBSD D56 pf=YES % iBiL

Step 3. reboot




CONFIGURATION

2K
bge0:192.168.2.1 bgel:192.168.1.1
| ]
192.168.2.11 192.168.1.11

# Options: Various options to control how PF works.
set block-policy return

set debug misc

set skip on 1lo0

# Scrub: Reprocessing packets to normalize and defragment them.
# Queueing: Provides bandwidth control and packet prioritization.

# Translation: Controls Network Address Translation and packet redirection.
nat on bgel from 192.168.2.0/24 to any -> 192.168.1.1
rdr on bgel proto tcp from any to 192.168.1.1 port 22 -> 192.168.2.11

# Filter Rules: Allows the selective filtering or blocking of packets
# as they pass through any of the interfaces.

block in on bgel all

pass out on bgel from 192.168.2.0/24 to any

pass in on bgel proto tcp from any to 192.168.2.11 port 22




FIRST MATCH V.5. LAST MATCH

pf TlI—ty b2 d_XTFzy 7 LRIy F LIV —)Lh5EH]
I 41 % (Last Match).

iptables %° cisco ACL D X ) 1T, 2 v F L 7 RCTIL—)L s E ] S 417e o
O "CiE = (First Match).

/etc/pf.conf:
block in all
pass in proto tcp from any to any port 22

/etc/sysconfig/iptables:

—A RH-Firewall-1-INPUT -m state ——state ESTABLISHED,RELATED -j ACCEPT

—A RH-Firewall-1-INPUT -m state ——state NEW -m tcp -p tcp —--dport 22 -j ACCEPT
—A RH-Firewall-1-INPUT -j REJECT —-reject-with icmp-host-prohibited

7272 L pf T quick ¥ —7 — F %l 213 First Match TV —)LZ 5l §
% 2 L DIATHE.

/etc/pf.conf:
pass in quick proto tcp from any to any port 22
block in all




MACROS/LISTS/ TABLES

Macros: IP7 FLV A, R— F&5, A V¥ —7 = —A4LFEZIREF
TAHL—HYERDEH

ext if = "fxp0"
block in on $ext if from any to any

Lists: L — L @D W W L HE 2 B EGEIN T 2 72 O DA FH A

block out on fxp0 proto { tcp udp } \
from { 192.168.0.1, 10.5.32.6 } to any port { ssh telnet }

Tables: IPv4/IPv6 7 R L A D ) — 7 25K 2 72 0 DA 4.

table <goodguys> { 192.0.2.0/24 }

table <spammers> persist file "/etc/spammers"
pass in on fxp0 from <goodguys> to any
block in on fxp0 from <spammers> to any




ANCHORS

IW—ILDIEF 1
Y7L —Lk
FELTEEDT
BHTs N
TE5%.

¥ 7)L—)Lt v b
Z D AT 5 7
DOHIZ T v
7 — & MRS

# cat pf.conf
block all
pass out all
anchor al {
block out from 192.168.1.11 to any
anchor a2 {
pass out from 192.168.1.11 to 192.168.2.11
}

}
block out from 192.168.2.11 to any

# pfctl -f pf.conf

# pfctl -s rules -a '*'
block drop all
pass out all flags S/SA keep state
anchor "al" all {
block drop out inet from 192.168.1.11 to any
anchor "a2" all {
pass out inet from 192.168.1.11 to 192.168.2.11 flags S/SA keep state
}

}
block drop out inet from 192.168.2.11 to any

# pfctl -F rules -a al/a2
rules cleared

# pfctl -s rules -a '*'

block drop all

pass out all flags S/SA keep state

anchor "al" all {
block drop out inet from 192.168.1.11 to any
anchor "a2" all {
}

}
block drop out inet from 192.168.2.11 to any
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OVERVIEW

User Space:
/sbin/pfctl f[------ > /etc/pf.conf

iloctl(...)
DIOCSTART, DIOCSTOP,
YDIOCADDRULE, ...

Client/Server

/dev/pf

pf_state tree
:struct pf_ state key

——————— )| :struct pf_state |

Y

| :struct pf_state |

OUTPUT
PACKET

INPUT

|
i |
1
: | — _YIOCADDRULE, . [
' |
| DIOCSTARZ/DIOCSTOP pf main_anchor :
| pf_status :struct pf anchor I
1 :struct pf status
| Y\ pf _main ruleset :
f :st £ 1 1| :struct pf_rule | I
I ! :struct pf ruleset = — |
1 L .
I pf_test(...) F---- >| | :struct pf_rulequeue | :struct pf_rule | :
1 :struct pf_rulequeue I
1 pf test6(...) . | :struct pf_rule | |
1 ! :struct pf_rulequeue |
1 1
1 Y ;
: |
: |
: |
|
|
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OVERVIEW

User Space:

iloctl(...)
DIOCSTART, DIOCSTOP,
DIOCADDRULE, ...

Client/Server

pf_state tree
:struct pf_ state key

——————— )l :struct pf_state |

Y

| :struct pf_state |

OUTPUT
PACKET

INPUT
PACKET [~

1
i 1
1
: | — VIOCADDRULE, . [
| |
| DIOCSTARZ/DIOCSTOP pf main_anchor :
| pf_status :struct pf anchor I
1 :struct pf status
| Y\ pf _main ruleset :
B :st £ 1 1| :struct pf rule | |
| ! :struct pf ruleset = — |
1 L .
1 pf_test( R N > :struct pf rulequeue | :struct pf_rule | :
1 :struct pf_rulequeue I
1 pf test6(...) . | :struct pf_rule | |
1 K :struct pf_rulequeue |
1 1
1 Y ;
: |
: |
: |
|
}
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PFCTL

pf DEZMG/ RN S NV —IDERE, BFIED X
T—F ADWER, AT —F AD 7Y Tz L pf I
BT 2T XRTOIEEZITI oD av v .

pf pseudo-device (B 1 /dev/pf) IZX} LT ioctl
AT L=V ZEHTL pf Z2HliHld 5.

WET7 7AW (@E L /ete/pf.conf) Z BT T
57D DN—H % yacc TEEI LTV 5
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PFCTL

WLBE DA

avey R4 A7y a v Ot
pf pseudo-device D open

pf DFEMU(A~Y FI4 VA4 7> a v T-dMEESINTOREA)

# pfctl -d % pf DEML

FHFERAC Y FOEF(A?Y FIA4 v 47y a v Ts BRESNTOLEH)
# pfctl -s rules % L=ty hDERR

BV T7a~y FOFEF@~Y FIA4 A 7Y a vy TFBREISNTOREH)
# pfctl -F rules * L=y Do UF

KERIREEN a2y FOEF a2y R4 V4 73 22Tk BHEE ST LR
# pfctl -k 192.168.1.11 % 192.168.1.11 (LRI 2REZHE

FT=7Naey FOFEF(aey FIA4 47y aryT-THREINTOIEE)
# pfctl -t spammers -T add 192.168.2.11 % spammers 7 —JLIC 192.168.2.11 %3EHl
=)Lty FDRAIAR(ARY FTA VF T a T BIRESNTRGH)

# pfctl -f /etc/pf.conf % /etc/pf.conf ZEFHIAH

pf DEML(a~Y 94 VA7 a v Te DMEEINTOREGA)
# pfctl -e % pf OBEML

TNy FJURVDFEEARY FIA4 VA T2 a vy T xPHEEINTORER)
# pfctl -x loud % TNV T L)% loud ICFRTE
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PFCTL_ENABLE/PFCTL_DISABLE

int
pfctl _enable(int dev, int opts)
{
if (ioctl(dev, DIOCSTART)) {
if (errno == EEXIST)
errx(l, "pf already enabled");
else
err(l, "DIOCSTART");
}
if ((opts & PF_OPT_QUIET) == 0)
fprintf(stderr, "pf enabled\n");

if (altgsupport && ioctl(dev, DIOCSTARTALTQ))
if (errno != EEXIST)
err(1, "DIOCSTARTALTQ");

return (0);

int
pfctl disable(int dev, int opts)
{
if (ioctl(dev, DIOCSTOP)) {
if (errno == ENOENT)
errx(l, "pf not enabled");
else
err(l, "DIOCSTOP");
}
if ((opts & PF_OPT QUIET) == 0)
fprintf(stderr, "pf disabled\n");
if (altgsupport && ioctl(dev, DIOCSTOPALTQ))
if (errno != ENOENT)
err(1l, "DIOCSTOPALTQ");
return (0);
}
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PFCTL_SHOW_RULES

int
pfctl_show_rules(int dev, char *path, int opts, enum pfctl show format,
char *anchorname, int depth)
{
struct pfioc_rule pr;
u_int32_t nr, mnr, header = 0;
int rule_numbers = opts & (PF_OPT_VERBOSE2 | PF_OPT DEBUG);
int len = strlen(path);
int brace;
char *p;

if (path[0])

snprintf (&path[len], MAXPATHLEN - len, "/%s", anchorname);
else

snprintf (&path[len], MAXPATHLEN - len, "%s", anchorname);

memset (&pr, 0, sizeof(pr));
memcpy (pr.anchor, path, sizeof(pr.anchor));

pr.rule.action = PF_PASS;
if (ioctl(dev, DIOCGETRULES, &pr)) {
warn("DIOCGETRULES");
goto error;
}
mnr = pr.nr;
for (nr = 0; nr < mnr; ++nr) {
pr.nr = nr;
if (ioctl(dev, DIOCGETRULE, &pr)) {
warn("DIOCGETRULE");
goto error;

}

switch (format) {
case PFCTL_SHOW_LABELS:

break;
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PFCTL_SHOW_RULES

case PFCTL_SHOW_RULES:

brace = 0;
if (pr.rule.label[0] && (opts & PF_OPT SHOWALL))
labels = 1;
INDENT (depth, !(opts & PF_OPT VERBOSE));
if (pr.anchor call[0] &&
((((p = strrchr(pr.anchor call, ' ")) != NULL) &&
((void *)p == (void *)pr.anchor call ||
*(--p) == '/')) || (opts & PF_OPT RECURSE))) {
brace++;
if ((p = strrchr(pr.anchor_ call, '/')) != NULL)
pt+;
else
p = &pr.anchor_call[0];
} else

p = &pr.anchor_call[0];
print_rule(&pr.rule, p, rule_ numbers);
if (brace)
printf(" {\n");
else
printf("\n");
pfctl print_rule counters(&pr.rule, opts);
if (brace) {
pfctl_show_rules(dev, path, opts, format,
p, depth + 1);
INDENT (depth, !(opts & PF_OPT VERBOSE));
printf("}\n");

}
break;
case PFCTL_SHOW NOTHING:
break;
}
}
path[len] = '\0';

return (0);
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PFCTL_RULES

THLZFDFEZIC..




WHAT"S YACC

TG SRR 2 A2 R (compiler-compiler B3 parser generator)
DO ED.

1970 £E£X, AT&T T Stephen C. Johnson I & D FFE I 11 5.

BNF I[CBI7-HESCER 7 7 A V2 6 ST 2 3 2 B8z
BT 5.

TR IHEIN TR WO, B CTHE T 343
Bh 5.
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WHAT"S YACC

| 8
1 #include <stdio.h>
%}
| sunion {
: double val;
’z’1| }
R | %token <val> NUM
s , stype <val> expr
/’ 1
parsey +°” E%%
_— !
, expr: NUM
! | expr '+' expr { $$ = $1 + $3; }
I | expr '-' expr { $$ = $1 - $3; }
. | expr '*' expr { $$ = $1 * $3; }
Y ' | expr '/' expr { $$ = $1 / $3; }
yacc ! ;
1
| %%
1
1
:\
Y
'
y.tab.c . .
— »
A ! int
\\ ! yyparse(void)
\\ | {
AN 1
\\‘ : :
\\‘E yychar = yylex();

NYFTIT7AINDA I I)L—R
RECEEBOEARTE
k=o >R
M=o YOBEEIBEFRE

BRI DESER

COWAFEDOTEHNEND
CERBDEHL &%t




#include <stdio.h>
3}
gunion {

double val;

}
$token <val> NUM

$type <val> expr

2o

°7°

expr: NUM
| expr '+' expr
| expr '-' expr
| expr '*' expr

expr '/' expr

7

oo

°°

{ $s

{ $s =
{$s =

{ %

s1
$1
s1
$1

+

~NOF

$3;
$3;
$3;
$3;

N o

Example)

Step 1)

Step 2)

Step 3)

Step 4)

Step 5)

Step 6)

Step 7)

Step 8)

Step 9)

Step 10)

"4 * 2 % 3,14"

n 4 n ‘_ yylex( )
¢ reduce
expr
expr, "*" — yylex()
expr, Il*ll ’ ll2l| ‘_ yylex( )
ireduce
expr, "*", expr
l reduce
expr
expr, "*" — yylex()
expr, "*", "3.14" « yylex()
ireduce
expr, "*", expr
l reduce
expr
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YYSTYPE

typedef struct {

union {

int64_t number;
double probability;
int i;
char *string;
u_int rtableid;
struct {

u_int8_t bl;

u_int8_t b2;

u_intlé_t w;

u_intlé_t w2;
} b;
struct range {

int aj;

int b;

int t;
} range;
struct node_if *interface;
struct node_proto *proto;
struct node_icmp *icmp;
struct node_host *host;
struct node_os *0s;
struct node_port *port;
struct node_uid *uid;
struct node_gid *gid;

struct node_state_opt *state_opt;
struct peer peer;
struct {
struct peer src, dst;
struct node_os *src_os;
} fromto;
struct {
struct node_host *host;
u_int8_t rt;
u_int8_t pool_opts;

sa_family t af;
struct pf poolhashkey *key;
} route;
struct redirection {
struct node_host *host;
struct range rport;
} *redirection;
struct {
int action;
struct node_state_ opt *options;
} keep_state;
struct {
u_int8_t log;
u_int8_t logif;
u_int8_t quick;
} logquick;
struct {
int neg;
char *name;
} tagged;
struct pf_poolhashkey *hashkey;
struct node_ gqueue *queue;

struct node_gqueue_opt
struct node_queue_bw

queue_bwspec;

struct node _gassign gassign;

struct filter_ opts
struct antispoof opts
struct queue_opts
struct scrub_opts
struct table_opts
struct pool_ opts
struct node_hfsc_opts

} Vi
int lineno;
} YYSTYPE;

filter_opts;

queue_opts;
scrub_opts;
table_opts;
pool_opts;
hfsc_opts;

queue_options;

antispoof_ opts;
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$token
%token
%token
$token
$token
$token
%token
%token
$token
$token
%token
%token
%token
$token
$token
%token
%token
%token
$token
$token

PASS BLOCK SCRUB RETURN IN OS OUT LOG QUICK ON FROM TO FLAGS

RETURNRST RETURNICMP RETURNICMP6 PROTO INET INET6 ALL ANY ICMPTYPE
ICMP6TYPE CODE KEEP MODULATE STATE PORT RDR NAT BINAT ARROW NODF

MINTTL ERROR ALLOWOPTS FASTROUTE FILENAME ROUTETO DUPTO REPLYTO NO LABEL
NOROUTE URPFFAILED FRAGMENT USER GROUP MAXMSS MAXIMUM TTL TOS DROP TABLE
REASSEMBLE FRAGDROP FRAGCROP ANCHOR NATANCHOR RDRANCHOR BINATANCHOR

SET OPTIMIZATION TIMEOUT LIMIT LOGINTERFACE BLOCKPOLICY RANDOMID
REQUIREORDER SYNPROXY FINGERPRINTS NOSYNC DEBUG SKIP HOSTID

ANTISPOOF FOR INCLUDE

BITMASK RANDOM SOURCEHASH ROUNDROBIN STATICPORT PROBABILITY

ALTQ CBQ PRIQ HFSC BANDWIDTH TBRSIZE LINKSHARE REALTIME UPPERLIMIT

QUEUE PRIORITY QLIMIT RTABLE

LOAD RULESET_OPTIMIZATION

STICKYADDRESS MAXSRCSTATES MAXSRCNODES SOURCETRACK GLOBAL RULE
MAXSRCCONN MAXSRCCONNRATE OVERLOAD FLUSH SLOPPY PFLOW

TAGGED TAG IFBOUND FLOATING STATEPOLICY STATEDEFAULTS ROUTE SETTOS
DIVERTTO DIVERTREPLY

<v.string> STRING
<v.number> NUMBER
<v.i> PORTBINARY
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’

| stype <v.interface> interface if_list if item not if_ item

| stype <v.number> number icmptype icmpé6type uid gid tos not yesno

: Stype 3 pv‘nhahi 13 ty Prnhnhi 1 'i+y

' $type <v.i> no dir af fragcache optimizer sourcetrack flush unaryop statelock
1 %type <v.b> action nataction natpasslog scrubaction flags flag blockspec
: %type <v.range> portplain portstar portrange

, stype <v.hashkey> hashkey

' $type <v.proto> proto proto_list proto_item

1 %type <v.number> protoval

| stype <v.icmp> icmpspec icmp_list icmp_item icmp6_list icmp6_item

: %type <v.number> reticmpspec reticmpé6spec

' gtype <v.fromto> fromto

1 ¥type <v.peer> ipportspec from to

| stype <v.host> ipspec toipspec xhost host dynaddr host_list redir host_list
| %type <v.host> redirspec route_host route host list routespec

! %type <v.os> os xos os_list

1 %type <v.port> portspec port list port_item

| %type <v.uid> uids uid_list uid_item

| %type <v.gid> gids gid list gid_item

' gtype <v.route> route

1 %type <v.redirection> redirection redirpool

| stype <v.string> label stringall tag anchorname string varstring numberstring
! %type <v.keep_state> keep

E $type <v.state_opt> state_opt_spec state_opt list state opt item

1 $type <v.logquick> logquick quick log logopts logopt

| %type <v.interface> antispoof_ ifspc antispoof iflst antispoof if

| %type <v.gassign> gname

! %type <v.queue> gassign gassign_list gassign_item

1 %type <v.queue_options> scheduler

| %type <v.number> cbgflags_list cbgflags_item prigflags_list prigflags_item
| %type <v.hfsc_opts> hfscopts_list hfscopts_item hfsc_opts

! %type <v.queue_bwspec> bandwidth

1 $type <v.filter opts> filter opts filter opt filter opts_1

| %type <v.antispoof opts> antispoof opts antispoof opt antispoof opts_1

: stype <v.queue_opts> queue_opts queue_opt queue opts 1

' gtype <v.scrub_opts> scrub_opts scrub_opt scrub opts_1

1 $type <v.table_opts> table_opts table opt table opts_1

X gtype <v.pool_opts> pool_opts pool_opt pool opts_1

| stype <v.tagged> tagged

: 9»4—}1? vv_v--l— bl 3-d rtalbl
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PFRULE

action dir logquick interface route af proto fromto
filter_ opts

struct pf rule r;
struct node_ state opt *o;
struct node_proto*proto;

int srctrack = 0;
int statelock = 0;
int adaptive = 0;
int defaults = 0;

if (check_rulestate(PFCTL_STATE FILTER))
YYERROR;

memset (&r, 0, sizeof(r));
/*
* ZODEHDT action, dir, ... DfE%Z r(pf_rule) ICHMLED
* BXMICIFEL K THEKRMICERD RERMNZVWHNERT 5.
*/
expand rule(&r, $4, $5.host, $7, $8.src_os,

$8.src.host, $8.src.port, $8.dst.host, $8.dst.port,
$9.uid, $9.gid, $9.icmpspec, "");

25



Example)

Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step
Step

1)

2)

3)

3)

4)

5)

6)

7)

8)

9)

10)
11)
12)
13)
14)
15)
16)
17)
18)
19)
20)
21)
22)
23)
24)
25)
26)
27)
28)
29)
30)
31)
32)
33)
34)
35)
36)
37)
38)
39)
40)
41)

pass in

"pass"
PASS
action
action,
action,
action,
action,
action,
action,
action,
action,
action,
action,
action,
action,
action,
action,
action,
action,
action,
action,
action,
action,
action,
action,
action,
action,
action,
action,
action,
action,
action,
action,
action,
action,
action,
action,
action,
action,
action,
action,
pfrule

on bgel0 proto tcp

dir

dir,
dir,
dir,
dir,
dir,
dir,
dir,
dir,
dir,
dir,
dir,
dir,
dir,
dir,
dir,
dir,
dir,
dir,
dir,
dir,
dir,
dir,
dir,
dir,
dir,
dir,
dir,
dir,
dir,
dir,
dir,
dir,
dir,
dir,
dir,

on
ON
ON, "bge0"

ON, if item
ON, if item not

interface

interface,
interface,
interface,
interface,
interface,
interface,
interface,
interface,
interface,
interface,
interface,
interface,
interface,
interface,
interface,
interface,
interface,
interface,
interface,
interface,
interface,
interface,
interface,
interface,
interface,
interface,
interface,
interface,
interface,

"proto"
PROTO
PROTO,
PROTO,
PROTO,
proto
proto,
proto,
proto,
proto,
proto,
proto,
proto,
proto,
proto,
proto,
proto,
proto,
proto,
proto,
proto,
proto,
proto,
proto,
proto,
proto,
proto,
proto,
proto,

"tep”

protoval
proto_item

"from"
FROM
FROM,
FROM,
FROM,
FROM,
from
from,
from,
from,
from,
from,
from,
from,
from,
from,
from,
from,
from,
from,
from,
from,
fromto

ANY
ipsp
ippo

"o
TO
TO,
TO,
TO,
TO,
TO,
TO,
TO,
TO,
TO,
TO,
TO,
TO,
to

ec
rtspec

"192.168.1.11"
host

xhost

ipspec

ipspec, "port"
ipspec, PORT
ipspec, PORT,
ipspec, PORT,
ipspec, PORT,
ipspec, PORT,
ipspec, PORT,
ipportspec

from any to 192.168.1.11 port 80

ipportspec : ipspec {
$$.host = $1;
$$.port = NULL;
}
| ipspec PORT portspec {
$$.host = $1;
$$.port = $3;
}
| PORT portspec {
$$.host = NULL;
$$.port = $2;
}
i
/* empty */ {
R -
TO ipportspec {

ngo"
numberstring
portrange
port_item
portspec

if (disallow urpf failed($2.host,

Y

"

\"urpf-failed\" is
not permitted in a destination address"))
YERROR;

$$ = $2;

fromto : ALL {

| from os to {
$$.src = $1;
$$.src_os = $2;
$$.dst = $3

26



EXPAND_RULE

e e e e e E e mE e mE e m e e mm e mmm e mm e m m e m e — e —— o ——— - —

void

expand_rule(struct pf rule *r, struct node_if *interfaces, struct node_host *rpool hosts, struct node_proto *protos,
struct node os *src_oses, struct node_host *src_hosts, struct node_ port *src_ports, struct node_host *dst_hosts,
struct node port *dst ports, struct node_ uid *uids, struct node gid *gids, struct node icmp *icmp types,
const char *anchor_call)

{
LOOP_THROUGH (struct node_if, interface, interfaces,
: /* interfaces, protos, icmp types, ..., gids OUXNZRERM */
LOOP_THROUGH (struct node_gid, gid, gids,
if (*interface->ifname)
strlcpy(r->ifname, interface->ifname, sizeof(r->ifname));
else if (if_indextoname(src_host->ifindex, ifname))
strlcpy(r->ifname, ifname, sizeof(r->ifname));
else if (if_indextoname(dst_host->ifindex, ifname))
strlcpy(r->ifname, ifname, sizeof(r->ifname));
else
memset (r->ifname, '\0', sizeof(r->ifname));
if (rule_consistent(r, anchor_call[0]) < 0 || error)
yyerror("skipping rule due to errors");
else {
r->nr = pf->astack[pf->asd]->match++;
pfctl_add_rule(pf, r, anchor_call);
added++;
}
)))))))))) i
FREE_LIST(struct node_if, interfaces);
: /* interfaces, protos, icmp types, ..., gids DX NZERIB */
FREE_LIST(struct node_host, rpool_ hosts);
}
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PFCTL_ADD_RULE

int
pfctl add_rule(struct pfctl *pf, struct pf rule *r, const char *anchor_ call)
{

u_int8_t rs_num;

struct pf_rule *rule;

struct pf ruleset *rs;

char *p;

rs_num = pf_get_ruleset number(r->action);
if (rs_num == PF_RULESET_MAX)
errx(l, "Invalid rule type %d", r->action);

rs = &pf->anchor->ruleset;

if (anchor call[0] && r->anchor == NULL) {
/*
* PUN—ERLEOLESTDOME. ..
x/
}
if ((rule = calloc(l, sizeof(*rule))) == NULL)

err(l, "calloc");
bcopy(r, rule, sizeof(*rule));
TAILQ INIT(&rule->rpool.list);
pfctl _move pool(&r->rpool, &rule->rpool);

TAILQ INSERT TAIL(rs->rules[rs_num].active.ptr, rule, entries);
return (0);




PFCTL_LOAD_RULESET

int
pfctl load ruleset(struct pfctl *pf, char *path, struct pf ruleset *rs, int rs_num, int depth)
{

struct pf_rule *r;

int error, len = strlen(path);

int brace = 0;

/* path DERKRE ... */

while ((r = TAILQ FIRST(rs->rules[rs_num].active.ptr)) != NULL) {
TAILQ REMOVE(rs->rules[rs_num].active.ptr, r, entries);
if ((error = pfctl_load_rule(pf, path, r, depth)))
goto error;
if (r->anchor) {
if ((error = pfctl load_ruleset(pf, path, &r->anchor->ruleset, rs_num, depth + 1)))
goto error;
} else if (pf->opts & PF_OPT_VERBOSE)
printf("\n");
free(r);
}
if (brace && pf->opts & PF_OPT_VERBOSE) {
INDENT (depth - 1, (pf->opts & PF_OPT VERBOSE));
printf("}\n");
}
path[len] = '\0"';
return (0);

error:

path[len] = '\0';
return (error);




PFCTL_LOAD_RULE

int
pfctl load rule(struct pfctl *pf, char *path, struct pf rule *r, int depth)
{

u_int8_t rs_num = pf_ get_ ruleset_number(r->action);

char *name;

struct pfioc_rule pr;

int len = strlen(path);

bzero(&pr, sizeof(pr));
/* FTv NDX(E, path DEFERE */
if ((pf->opts & PF_OPT_NOACTION) == 0) {
if (pfctl_add pool(pf, &r->rpool, r->af))
return (1);
pr.pool_ ticket = pf->paddr.ticket;
memcpy (&pr.rule, r, sizeof(pr.rule));
if (r->anchor && strlcpy(pr.anchor call, name,
sizeof (pr.anchor_call)) >= sizeof(pr.anchor call))
errx(l, "pfctl load rule: strlcpy");
if (ioctl(pf->dev, DIOCADDRULE, &pr))
err(l, "DIOCADDRULE");
}

if (pf->opts & PF_OPT VERBOSE) {
INDENT (depth, ! (pf->opts & PF_OPT VERBOSE2));
print_rule(r, r->anchor ? r->anchor->name : "",

pf->opts & PF_OPT VERBOSE2);

}

path[len] = '\0';

pfctl clear pool(&r->rpool);

return (0);




OVERVIEW

User Space:

/sbin/pfctl f[------ > /etc/pf.conf

ioctl(...)
DIOCSTART, DIOCSTOP,
DIOCADDRULE, ...

1

1

Client/Server

/dev/pf

IOCADDRULE, ...

DIOCSTART/DIOCSTOP pf_main_anchor
pf_status :struct pf anchor
:struct pf status
7\ pf_main_ruleset

pf _test(...) [---

pf test6(...)

1
1

| 4

pf_state_tree | | -
| :struct pf_ state key ' )1.struct pf_statel
Y

3
:struct pf statel
OUTPUT INPUT —

PACKET PACKET [~

i




PFIOCTL

pf pseudo-deviceGEH 1 /dev/pf) 12X LT ioctl %2 3T L 72FRICFEIT S
% B

pf DHEXL/EEXI{U(DIOCSTART/DIOCSTOP), )\ — /L DB

(DIOCADDRULE), L — /)L D2 (DIOCGETRULES/DIOCGETRULE) 7% &,
63D a~vy FBEHEINTWS,

2wy FIZX>Tld pfioc xxx &\ ) HHEIORIGEARZ 51 BUHLS .
%13 DIOCADDRULE 2<% ¥ Nl pfioc rule &\ ) iR %515 &
LCRITED , ZONE%Z NV —)VIZEINT 5. £ 72 DIOCGETRULES/
DIOCGETRULE 2<% Fd pfioc rule OfERZFIHE LTZITHL
h, ZOHITV—NVZ2HARZHOAL I E TR RAIV— LV EET.
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PFIOCTL

int

pfioctl(dev_t dev, u_long cmd, caddr t addr, int flags, struct proc *p)

{

fail:

/x BB */
if (flags & FWRITE)

rw_enter write(&pf_consistency

else

lock);

rw_enter_read(&pf_consistency_ lock);

s = splsoftnet();
switch (cmd) {
case DIOCSTART:
if (pf_status.running)
error = EEXIST;

else {
pf_status.running = 1;
/* BEg x/
}
break;
case DIOCSTOP:
/* HEg */
/* AXY RO case Ein'drd... */
default:
error = ENODEV;
break;
}
splx(s);

if (flags & FWRITE)

rw_exit write(&pf_ consistency_ lock);

else

rw_exit read(&pf_ consistency_ lock);

return (error);
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TRANSACTION

HEE DRI petd FATIC K 2AREAZI S, F7y Mk b b7 097y a VEMD R
INTW35.

V=)L DFEFHEP O R 2 REE TN v b DFHi M TH L7\ X 9 active & inactive D
220D F 2 —ZHE L %9 ZTHEHNL inactive ¥ 2 —TIT\, IfZIT active & inactive Z Y] D
BZ%E0IHIUHET>T0D,
)V —) VT OB DAL
DIOCXBEGIN 2% FZ23 T T TICERINTVE L — L2 TXTHIBRL, 77 v b
% J647T. inactive ¥ 2 —DZEH open 12 1 ZfCA.
DIOCADDRULE 2% ¥ FZETOV— VDI ET): 7 v P 2iER L, FE»H N
XL7— 95 ML UL inactive F 2 — DB IIL—ILZEMT 5.

DIOCXCOMMIT/DIOCXROLLBACK 22y F2FET: 747 v F 2R L, BERH N
Fro— L35 MEDZ T3S inactive & active ZHI D Z 2. @PpThichrL 5D
T —3FA L 72854613 DIOCXROLLBACK IC X D EBHEBHEINS.
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| PF_RULESET_SCRUB--
1

1

I

'

! PF_RULESET_FILTER--

1

i

I

\ PF_RULESET_NAT--

|

I

|

\

\  PF_RULESET_BINAT--
]
1
\
\
\
\

PF_RULESET_RDR- -

pf_anchors
:struct RBTREE

/
| PF_RULESET_NAT- -

:struct pf_anchor

parent :pf anchor*

children :RBTREE

name =

path

> [Cquenesio) ]

pf_main_ruleset
rules[0]
queues[0]
queues[1]
rules[1]

queues[1]
rules[2]
queues[1]
rules[3]
queues[0]
queues[1]

rules[4]

queues[0]

queues[1]

anchor

:pf_anchor*

PF_RULESET_ BINAT--

PF_RULESET_RDR- -

|
'
'
I
1
1
1
1
1
|
{

pf_main_anchor
:struct pf_anchor

parent :pf anchor*

|
|
I
|
I
1
1
|
|
1

rule :pf rule

PF_RULESET. §CRUB- -
N ~
N

PF_RULESET_ FILTE

N

PF_RULESET_NAT--

PF_RULESET_BINAT--

PF_RULESET_RDR--

parent, :pf ancho:

children :RBTREE

name =-Unata"

path = "nata"

| queues[0]

| queues[0]

| [_queuesro) |

pf _main_ruleset.
rules[0] .

> [ _avevesio1 |7

queues[1]
rules[1]

queues[1]
rules[2]
queues[1]
rules[3]

queues[1]
rules[4]

queues[1]

anchor
:pf_anchor+*

rule :pf rule

: rule :pf rule

[ : TAILQ

» [ :rarng |

anchor

/etc/pf.conf:

load anchor nata;fr

block all

: anchor

om "/etc/nata.conf”

/etc/nata.con

nat from aaa to aaa -> aaa

iat from bbb to bbb -> bbb

children :RBTREE ‘I
name = "fal" N \l
path = "fal" \‘ |
pf main ruleset ] :
rules[0] : :
| queues[0] : ||
queues[1] : Il rule :pf rule rule :pf rule
rules[1] R~ [ :ratno |} » [ :rarno |
> queues[0] | [ anchor anchor b
queues[1] ,' . N
rules[2] ! Y 3
> queues[0] ' ; | pf_main_anchor
queues[1] : 1 i :struct pf_ anchor
rules(3] i ; — parent :pf anchor*
| queues[0] : ,' N children :RBTREE
queues[1] ! B e =
rules([4] : : B path = "fal/fa2"
| queues([0] b pf_main_ruleset
' |
queues[1] R B rules[0]
anchor i\ PF_RULESET_SCRUB--1 - queues (0]
:pf_anchor* Vo 3 queues[1] rule :pf rule rule :pf rule
\ rnles[1] TTAILQ | > :TAILQ |
- guneues[0] | anchor anchor
rule :pf rule queues[1] K -
> | rules[2] ; o
PF_RULESET NAT--{ -H>| queues[0] R
‘queues[1] N
X . rules[3] ;
rule :pf-rule PF_RULESET_BINAT--t-P»| |. queues[0] ;
> : TAILQ, B ! queues[1] ;
: " rules(d]
PF_RULESET_RDR: - -~ queues([0]
. i /| queues[1l]
“pf_main_anchor H R anchor
*.. :istxuct pf_anchor’ Y ! :pf_anchor*

35



OVERVIEW

User Space: .
/sbin/pfctl f[------ > /etc/pf.conf

ioctl(...)
DIOCSTART, DIOCSTOP,
Y DIOCADDRULE, ...

Client/Server A

/dev/pf

1
: I — IOCADDRULE, ...
’
I DIOCSTARZ/DIOCSTOP pf_main_anchor
! pf_status :struct pf anchor
1 :struct pf_status
I 7} pf _main ruleset
| ! :struct pf ruleset 1| :struct pf rule |
| L L’
1 - 4> :struct pf rulequeue | :struct pf_rule |
1 :struct pf_rulequeue
1 | :struct pf_rule |
1 | :struct pf_rulequeue
1 '
1
I
I
1
l

PACKET

OUTPUT
PACKET
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PF_TEST/PF_TESTG6

NI EBA VY =7 2 —A%ZEEL X9 LT3 & 4, il % 2

[ 2 HWd 5.

FITRET—FIR—ZAZHER L, BRIRELS RO UV — LV Z RS T

ntFjj‘Z) REET— & R—ZITH 7R RAEDI D0 & 2 1T U, )V — )L %2
L , nq:jj—%i? W 5. ﬁif?% =1 i’[j( BT — & X—2R| 'Ij( %qui
5.

nat/binat/rdr D7 FLA/F— FEHEHZ D pf_test()/pf_testé
() HTFEITSINS. 7 F LA/ R — FESHWIAMTON 56, HEHZ 5
NTBDT7T FLA/FR— M LTV— NV ORERI fTHN S {H L, nat/
binat/rdr DEREIC pass A 7Y a VMR EI N 56, 74 V1%

F v 7 IR,
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PF_TEST(1)

VUBED R R
IP 37y F DIERUL(pf normalize ip()).
TCP DA
TCP 73 v b DIE#l(pf _normalize tcp()).

REET— & X—Z2 DFHli(pf _test state tcp()).

AR IREEDS T — & R—=R I F UV — )L DFHi(pf_test rule()).

UDP D4

IREE T — & R—Z Dilli(pf _test state udp()).

AN IREEDS T — &7 XN =R 2 UL — )L DFHi(pf_test rule()).
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PF_TEST(2)

JLBR DAL E ):
ICMP D54

REET — ¥ R—Z DiHfliipf test state icmp()).

AR T — F XR—=R R 1T TV — )V DiHflipf_test rule()).

Z D D6

REET— & X—Z DFHili(pf_test state other()).

BRNTARBEDS T — & R—Z2 I % F HUI NV — L DFlli(pf_test rule()).

Ry bDY TP (pE tag packet()).
N EE AL TR

W—T 4 v T (pf route()).
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PF_TEST_STATE_TCP

¥ J RBTREE pf state tree #*5 src addr, dst addr,
src port, dst port, address family, ... Z ¥ —IZ

pf state key ZHRZK.

W7o 7 pf state key @ TAILQ states % 7-
1 direction, kif 23 —E(J % pf state Zf+5.

7 RV AZEHDNEILIRRED L Z X pf_state DIFE
WMELEICT FLAESHZLT.

40



PF_TEST_RULE

7 FLAZEH#LL —)L 2 HifS(pf_get translation()).
(7 FLVAZHIL—VDBIFE L7 56) 7 F LA LR — F 202
I CEHEHZ 5.
pf main ruleset ?D rules[PF RULESET FILTER] D7 7 7 A
T)TDF 2 — %D SEHi LT <.
fHL,pf rule @ skip Btz W THEER G5 IZ A ¥ v 7§ 5.

H LIV —)LD anchor 7% NULL T7 \»(pf_anchor 23FIET %)

£1% pf_anchor IC A %(pf_step into anchor())
IR C TREE T — 2 RXR—= 1T L WIREEZ 8% T %
(pf_create state()).
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PF_GET_TRANSLATION

NAT/BINAT/RDR D)L —iLt v b DHF) 6 EFIC—T 51—
% MR

direction 2% PF_OUT D413 BINAT #84%, BINAT T~ v F7 5%
V=L D37 T UL NAT 20 6 889

direction 2% PF_0OUT U DA 1 RDR 855, RDR Tv v 59 5
L —IL D37 1T 4T BINAT 2 5889,

pf state key(skw, sks, sk, nk) % #fjj(pf state key setup())

JL—)VD action(PF_NAT/PF_BINAT/PF RDR) )i U T nk @ stack
side fllO7 FLA, R— b2 EHT 5.
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sks:struct pf_state key*

sk:struct pf state_key* |

skw:struct pf_state key*
=

&%)

in pf test():
pd.sidx = (dir
pd.didx = (dir

in pf state key setup():

PF_ACPY(&(*skp)->addr[pd->sidx], saddr, pd->af);
PF_ACPY(&(*skp)->addr[pd->didx], daddr, pd->af);
(*skp)->port[pd->sidx]
(*skp)->port[pd->didx]

PF_IN) 2 0 : 1;
PF_IN) 2 1 : 0;

sport;

= dport;

NAT/BINAT/RDR L=/l L DiH&

:struct pf_state key

addr[0] :pf_ addr

addr[1] :pf_addr

port[0] :u intl6_t

port[1l] :u intl6_t

af :sa_family t

proto :u_int8 _t

pad[0] :u_int8_t

pad[1l] :u_int8_t

states :TAILQ

reverse:pf_ state_key

inp :struct inpcb*

nk:struct pf state key* |
—

addr, port DECFIE# 9" index = 0 Y wire side,

index = 1 A" stack side

£73%.

|skw:struct pf_state_key*

sks:struct pf_state key*

| sk:struct pf state_key*

nk:struct pf state_key*

NAT/BINAT/RDR JL—JL#& D
direction = PF_IN 0i5&

:struct pf_state_key

addr[0] :pf addr

addr[1] :pf_ addr

port[0] :u_intl6_t

port[l] :u intl6_t

af :sa family t

proto :u_int8 t

pad[0] :u_int8_t

pad[1l] :u_int8_t

states :TAILQ

reverse:pf_state_key

inp :struct inpcb*

:struct pf_state_key

addr[0] :pf addr

addr[1] :pf_addr

port[0] :u intl6_t

port[1l] :u intl6_t

af :sa_family t

proto :u_int8 _t

pad[0] :u_int8_t

pad[1] :u_int8_t

states :TAILQ

reverse:pf_state_key

inp :struct inpcb*

skw:struct pf_state_ key*

sks:struct pf_state_ key*

sk:struct pf_ state_key*

nk:struct pf_ state_key*

NAT/BINAT/RDR JL—IL 3 D
direction = PF_IN 035&

:struct pf_state key

addr[0] :pf_ addr

addr[1l] :pf addr

port[0] :u_intl6_t

port[1l] :u_intl6_t

af :sa family t

proto :u_int8 t

pad[0] :u_int8_t

pad[1l] :u_int8_t

states :TAILQ

reverse:pf_state_key

inp :struct inpcb*

:struct pf state key

addr([0] :pf_ addr

addr[1] :pf_ addr

port[0] :u_intl6_t

port[1l] :u intl6_t

af :sa family t

proto :u_int8 t

pad[0] :u_int8_t

pad[1l] :u_int8_t

states :TAILQ

reverse:pf_state_key

inp :struct inpcb*
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PF_CREATE_STATE

pf state pl(7” FL A 7—))» 5 pf state, s % Hif.

s IEH= Yy F LIV —=IANDHRA V5 sre, dst ICBHT B REER, ¥4 L7 7 BT
T 5 ERGE, RIETERURTA & RENINA, 72 &) 7% #&HN.

NAT/BINAT/RDR (2% v F LT (nk == skGH:

s O key[PF_SK WIRE], key[PF_SK STACK] I[CU& DD pf _state key D
7 RFLAZAAD & D L& pf state key Id—D L2 allocate S 4L TW72\0),

pf state key Z RBTREE pf statetbl (CA#L5.
NAT/BINAT/RDR 2% v F L C\w5(nk = sk

s D key[PF_SK WIRE] IZI¥ skw D7 FLA%ZfUA L, key[PF_SK_STACK]
121 sks ~D 7 FL X %A

skw, sks 2 RBTREE pf_statetbl I[CA#l%.

RBTREE tree_id & TAILQ entry list Il s Z A1l 5.
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pf_statetbl

:struct pf_state_tree

———————————— +--—-"“-————__
———————————— ! T e
-7 e T T T ~
- | ~
14 v |
:struct pf_state_key :struct pf_state_key :struct pf_state_key
addr[0] :pf addr addr[0] :pf addr addr[0] :pf addr
addr[1] :pf addr addr[1] :pf addr addr[1] :pf addr
port[0] :u intl6_t port[0] :u intl6_t port[0] :u _intl6_t
port[l] :u _intl6_t P ‘:,f N port[l] :u intl6_t port[l] :u _intl6_t
af :sa family t &’ R N af :sa family t af :sa family t
proto :u_int8 t A proto :u_int8 t proto :u_int8 t
pad[0] :u int8 t pad[0] :u int8 t pad[0] :u int8 t
pad[1l] :u int8 t pad[1l] :u int8 t pad[1l] :u int8 t
states :TAILQ — c o states :TAILQ — states :TAILQ —
reverse:pf state key 1 reverse:pf_ state key reverse:pf_ state key
inp :struct inpcb¥* inp :struct inpcb¥* inp :struct inpcb¥*
:struct pf state_item :struct pf state_item :struct pf state_item
entry :TAILQ
s :pf_ state* b

entry :TAILQ
s :pf_ state* b

entry :TAILQ
s :pf_ state* b

:struct pf state
id :uint64_t
direction :u_int8_t
key[0]:pf state key*
key[1l]:pf state key*
kif :pfi kif*
entry list: TAILQ

:struct pf state
id :uint64_t

direction :u_int8_t
key[0]:pf state key*
key[1l]:pf state key*
kif :pfi kif*
entry list: TAILQ

|
|
| N
! el -
\ el T -
\ i
AN ! o e - .
>~ : addr, port , keyDECFIIF#4 9 index = 0 AY wire side,
state_list tree_id index = 1 »" stack side Ic%%.
:struct pf_state_queue :struct pf_state_tree_id







:struct pf_anchor

entry _global :struct (anonymous)

rbe_left :struct pf_ anchor*

rbe right :struct pf_ anchor*

rbe_parent :struct pf_anchor*

rbe_color :int

entry node :struct (anonymous)

rbe_left :struct pf_anchor*

rbe right :struct pf_ anchor*

rbe_parent :struct pf_ anchor*

rbe color :int

parent :struct pf anchor*

children :struct pf_anchor_node

rbh_root :struct pf anchor*

name :char(] /

path :charf[] /

ruleset :struct pf_ ruleset

refcnt :int \

match :int

:struct pf_ruleset

rules[0] :struct (anonymous)

queues[0] :struct pf rulequeue
tgh_first :struct pf rulex*

tgh_last :struct pf rule**

queues[1l] :struct pf_rulequeue

tgh_first :struct pf rulex*
tgh_last :struct pf_rule**

active :struct (anonymous)

ptr :struct pf_rulequeue*

ptr_array: struct pf rule**

rcount :u_int32_t
ticket :u_int32_t
open :int

inactive :struct (anonymous)

ptr :struct pf rulequeuex*

ptr_array: struct pf_rule**

rcount :u_int32_t
ticket :u_int32_t

open :int

rules[1l] :struct (anonymous)

rules[PF_RULESET MAX-1] :...
anchor :struct pf_ anchor*
tticket :u_int32 t
tables :int

topen :int
R ———————

PF RULESET MAX {EIDECF!
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:struct pf_rule

:struct pf rule(fE...)

:struct pf rule(fEE...)

src :struct pf rule_ addr

kif :struct pfi kif*

rule flag :u_int32_t

anchor :struct pf_ anchor*

action :u_int8 t

dst :struct pf rule addr

overload tbl :struct pfr_ktable*

direction :u_int8 t

of fingerprint :pf ospf t

log :u_int8_t

skip[0] :union pf rule ptr

ptr :struct pf_rule* | nr :u_int32_t

rtableid :int

logif :u_int8_t

timeout[0] :u_int32_t

quick :u_int8_t

timeout[1l] :u_int32_ t

ifnot :u_int8 t

skip[1l] :union pf rule ptr

match_tag_not :u_int8_t

skip[PF_SKIP_COUNT-1] :...

timeout [PFTM MAX-1]

natpass :u_int8_t

label :char([]

states_cur :u_int32_t

keep_state :u_int8_t

ifname :char[]

states_tot :u_int32_t

af :sa_family t

gname :char(]

max_states :u_int32_t

proto :u_int8_t

tagname :char(]

src_nodes :u_int32_t

type :u_int8_t

match_tagname :char[]

max_src_nodes :u_int32_t

code :u_int8_t

overload_tblname :char[]

max_src_states :u_int32_t

flags :u_int8_t

entries :struct (anonymous)

tge_next :struct pf_rulex*

max_src_conn :u_int32_t

flagset :u_int8 t

tge_prev :struct pf rule**

rpool :struct pf_ pool

list :struct pf palist

tgh first :struct pf_pooladdr*

tgh_last :struct pf pooladdr**

max_src_conn_rate :struct (anonymous)
limit :u_int32_t
seconds :u_int32_t

min_ttl :u_int8_t
allow opts :u_int8 t
rt :u_int8_t

gid :u_int32_t

return_ttl :u_int8 t

pgid :u_int32_t

tos :u_int8_t

cur :struct pf pooladdr*

rt_listid :u_int32_t

set_tos :u_int8 t

key :struct pf poolhashkey

nr :u_int32_t

anchor relative :u_int8_t

prob :u_int32 t

anchor wildcard :u_int8_t

counter :struct pf addr

cuid :uid_t

flush :u_int8_t

cpid :pid_t

tblidx :int

return_icmp :u_intl6_t

proxy port[0] :u_intlé6_t

return icmp6 :u_intl6_t

proxy port[l] :u_intl6_t

max_mss :u_intl6_t

port_op :u_int8_t

tag :u_intl6_t

divert :struct (anonymous)

addr :struct pf_addr

port :u_intl6_t

opts :u_int8_t

match_tag :u_intlé6_t

evaluations :u_int64_t

packets[0] :u_int64_t

packets[1] :u_inté64_t

uid :struct pf_ rule_uid
uid[0] :uid_t
uid[1] :uid_t
op :u_int8 t

bytes[0] :u_int64_t

bytes[1] :u_int64_t

gid :struct pf_ rule gid
gid[0] :gid_t
gid[1l] :gid_t

op :u_int8 t
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:struct pf_addr

pfa :union (anonymous)

v6 :struct in6_addr addr8[0] :u_int 8 t |addrl6[0]:u_int_ 16_t | addr32[0]:u_int 32_t

addr8[1] :u_int 8 t |addrl6[l]:u_int_16_t [ addr32[1]:u_int 32_t
: : addr32[2]:u_int 32_t

addr8[15]:u_int_8 t | addrl6[7]:u_int_16_t [ addr32[3]:u_int 32_t

:struct in_addr

:struct pf addr_wrap

v :union (anonymous)

a :struct (anonymous) ifname :charf[] tblname :char([] rtlabelname :char(] rtlabel :u_int32_t

addr :struct pf_addr

mask :struct pf_ addr

p :union(anonymous)
dyn :struct pfi_dynaddr* | tbl :struct pfr ktablex* dyncnt :int tblcnt: int
type :u_int8_t

iflags :u_int8_t
>




:struct pf state

id :u_inté64_t

creatorid :u_int32_t

direction :u_int8_t

pad[0] :u_int8 t

pad[1l] :u_int8_t

pad[2] :u_int8 t

sync_list :struct (anonymous)

tge_next :struct pf state*

tge_prev :struct pf_ state**

entry list :struct (anonymous)

tge_next :struct pf_ state*

tge_prev :struct pf state**

entry id :struct (anonymous)

rbe_left :struct pf state*

rbe_right :struct pf_ state*

rbe_parent :struct pf state*

rbe_color :int

src :struct pf state peer

dst :struct pf state_ peer

rule :union pf rule ptr

anchor :union pf rule ptr

nat_rule :union pf rule ptr

rt_addr :struct pf addr

key[0] :struct pf state key*

key[1l] :struct pf state_ key*

kif :struct pfi kif*

rt_kif :struct pfi_kif*

src_node :struct pf src_node*

nat_src_node :struct pf_src_node*

e ———

:struct pf state (fi&...)
packets[0] :u_int64_t
packets[1l] :u_inté64_t

bytes[0] :u_int64_t
bytes[1] :u_int64_t
creation :u_int32_t

expire :u_int32_t

pf_sync_time :u_int32_t

tag :u_intlé6_t

log :u_int8_t

state flags :u_int8 t

timeout :u_int8_t

sync_state :u_int8_t

sync_updates :u_int8_t
_tail[0] :u_int8 t
_tail[l] :u_int8_t

_tail[2] :u_int8 t
>
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Q.1)
/etc/pf.conf:
pass from { 192.168.1.1, 2001:db8::1:1 } to { 192.168.2.1,

Q.2)

/etc/pf.conf:

nat-anchor na

load anchor na from “/etc/na.conf”
block all

anchor fa

load anchor fa from “/etc/fa.conf”

/etc/na.conf:
nat from any to any -> 192.168.1.1
pass from any to 10.10.10.1

/etc/fa.conf:
nat from any to any -> 192.168.2.1
pass from any to 10.10.10.2

2001:db8::2:1 }
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