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What’s “secure level”?

o
. secure level
(via sysctl kern.securelevel)
. secure level
PID 1 ( init(8))
o

4.4BSD Lite2 (1995/06) secure level

NetBSD 2.0
o |
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Level -1

o level O

securelevel O

o GENERIC

s GENERIC
secure level -1 INSECURE

|
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Level 1
| -

o Immutable
append-only
o
#® /dev/imem /dev/ikmem
P X
NetBSD aperture

(pkgsrc/sysutils/aperture)

o |
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Level 1 (Cont.)
-

< verified exec
& sysctl kern.rtc_offset, net.inet.ip.forwsrcrt
o LKM

o |
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L_evel 2

Level 1

9
K

® multi-user
newfs(8)

|
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_evel 2 (Cont.)

-

# settimeofday(2)

o |P (ipf)
NAT
o core
(
o
console
single-user
[etc/ttys
o arch

root

console

“secure”

|
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Misc.

o N

#® securelevel
s FreeBSD, NetBSD, OpenBSD  secure level

FreeBSD
Level 3 Level 2 IP
# 1nit(8)
s FreeBSD ...1 secure level 2
o NetBSD ... multi-user single-user

securelevel O
s OpenBSD ... OpenBSD

® FreeBSD 5.x

L ® jail(8) secure level J

An Os Protection Mechanism: Secure Level = p. 9



Conclusion

iecure level T
o
. (
fdisk(8) disklabel(8)
)
o securelevel

o |

An Os Protection Mechanism: Secure Level = p. 10



© o o o o o 0

References

Init(8)

lkm(4)

options(4)

sysctl(3)

rc.conf(5)
[etc/defaults/rc.conf
[etc/rc.d/securelevel
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Appendix: Ralated Files (1/3)
=

src/sbin/init/init.c
src/sys/arch/alpha/alpha/machdep.c
src/sys/arch/amd64/amd64/sys_machdep.c
src/sys/arch/1386/1386/sys_machdep.c
src/sys/arch/news68k/news68k/disksubr.c
src/sys/arch/newsmips/newsmips/disksubr.c
src/sys/arch/xen/1386/sys_machdep.c
src/sys/dev/120/dpti.c
src/sys/dev/120/10p.cC
src/sys/dev/i1c/dpt.c
src/sys/dev/i1c/icp_1octl.c
src/sys/dev/i1c/mlx.c
src/sys/dev/pci/mly.c
src/sys/dev/pci/twe.c

t_§rc/sys/dev/tc/stic.c __J

-
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Appendix: Ralated Files (2/3)
=

src/sys/dev/verified_exec.c
src/sys/dev/wscons/wsdisplay_compat_usl.c
src/sys/dist/ipf/netinet/i1p_£fil_netbsd.c
src/sys/dist/ipf/netinet/1ip_nat.c
src/sys/1ipkdb/ipkdb_ipkdb.c
src/sys/kern/init_sysctl.c
src/sys/kern/kern_lkm.c
src/sys/kern/kern_sysctl.c
src/sys/kern/kern_systrace.c
src/sys/kern/kern_time.c
src/sys/kern/kern_verifiedexec.c
src/sys/kern/sys_process.c
src/sys/kern/vfs_syscalls.c
src/sys/kern/vfs_vnops.c

t_§rc/sys/miscfs/procfs/procfs_ctl.c __J

-
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Appendix: Ralated Files (3/3)
=

src/sys/miscfs/proctfs/procfs_subr.c
src/sys/miscfs/spectfs/spec_vnops.cC
src/sys/sys/sysctl.h
src/sys/sys/systm.h
src/sys/ufs/ext2fs/ext2fs_vnops.c

-

o |
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